
Guaranteed 
safety to ensure 
you work with 
complete peace 
of mind



The plateform uses IAM for secure and sim-
plified authentication, integrating biometric  
recognition and multi-factor management, while 
complying with international standards and  
reducing security risks.

AUTHENTICATION

STORAGE

INFRASTRUCTURE

The service offers temporary, secure storage, 
guaranteeing encrypted exchanges with no 
data persistence, in line with international se-
curity standards. Servers are located in Europe 
with automatic deletion of data at the end of 
each session.

The system is protected by an advanced applica-
tion firewall, rigorous infrastructure segmentation, 
regular security audits, and continuous monito-
ring, ensuring optimal protection against threats 
and in full compliance with international security 
standards.

Welcome to Speechi 
Connect, our SAAS  
platform. Security and 
reliability are at the heart 
of our solutions.

Discover the techni-
cal and safety features 
that make our solution a 
safe, high-performance 
choice, meeting all your 
needs.



AUTHENTICATION

Our Speechi Connect platform uses IAM (Identity and Access Management) for user authentication, thereby ensuring a high level of security and reliability. 
Speechi has no access to your login information or passwords. The IAM Cloud service offers several advantages.

Simplified Login Biometric Recognition Multi-Factor Authentication (MFA)
Compatible with leading identity providers such 
as Google et Microsoft.

Integration of biometric recognition for  
enhanced security and improved user expe-
rience.

Option for dual authentication to enhance 
protection.

Scalability Compliance and Safety Risk Reduction
Supports millions of users without compromi-
sing performance.

Certified compliant with international security 
standards, including RGPD and HIPAA.

By relying on a specialized and world-renowned 
provider, the security risks associated with  
managing user credentials and internal accesses 
are controlled and limited.



No direct access to personal and  
professional storage

Our platform is designed to protect your privacy and sensitive 
data. We ensure that there is no direct access to users’ profes-
sional or personal storage environments. This strict separation 
safeguards your information against any attempts at intrusion 
or exploitation.

No file passes through our back office, whether during data 
transfer from your devices to the interactive display, or when 
retrieving your work, from the interactive display to your de-
vices.

We use a system of pre-signed URLs, and all data streams 
are encrypted using TLS 1.3.

STORAGE

Secure Temporary Storage
Speechi Connect offers secure temporary storage to facilitate 
safe exchanges between your devices and interactive displays. 
The systems provides multiple advantages:

Secure Exchanges

Non-Persistent Data

Default SSE Encryption

Data Encryption in Transit 

Certification and compliance

Data is transferred securely without leaving any trace
on the servers.

No data is stored after use, minimizing leak risks or 
unauthorized access.

Data is encrypted using the AES-256 algorithm, gua-
ranteeing robust protection of data at rest. Storage 
on AWS S3 also benefits from SSE-S3 (Server-Side 
Encryption with managed keys) encryption, based on 
the same AES-256 standard with encryption keys ma-
naged by the storage server.

To secure data during transit, data exchanges are 
encrypted using Transport Layer Security (TLS 1.3). 

Our storage servers hold numerous security and com-
pliance certifications, including PCI-DSS, HIPAA/HI-
TECH, FedRAMP, SEC Rule 17-a-4, FISMA, and adhere 
to the European Data Protection Directive. 
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We are committed to complying with strict 
European data protection regulations.  
 
Our SAAS servers are located in Europe, speci-
fically in Ireland, France, Switzerland and Ger-
many, ensuring :

•	 Full compliance with the GDPR and adhe-
rence to the European Union’s data protection 
directives.

•	 A high level of performance and availability 
thanks to robust and scalable infrastructure. 

A Content Delivery Network (CDN) is natively 
integrated into our platform. When a user re-
quests content, the CDN redirects the request 
to the server closest to the user, thus minimizing 
latency.

The security of data stored on our platform is 
guaranteed thanks to advanced encryption 
mechanisms.

•	 SSE-KMS Encryption (Server Side Encryp-
tion avec Key Management Service) : All stored 
data is encrypted and readable using a unique 
encryption key. The data is unreadable without 
this encryption key.

•	 Key management: Encryption keys are se-
cured using an independent key management 
system.

•	 Secure Transport: Data is transmitted via se-
cure protocols (TLS/SSL) to prevent intercep-
tion.

We ensure the confidentiality and security of 
your activities by deleting all traces of your 
session when you turn off the interactive dis-
play:

•	 Note Deletion: All notes made on the interac-
tive display are automatically deleted at the end 
of the work session. 

•	 Browsing History: Internet browsing history, 
along with any logins and passwords entered du-
ring the session, are automatically deleted. 

•	 Downloaded Files: Any downloaded files are 
also deleted at the end of the session to prevent 
any unwanted storage.

European Storage, Compliant 
with Standards

Data Encryption End of Session Data Deletion



INFRASTRUCTURE

Application Firewall

Infrastructure Segmentation

Our Speechi Connect platform is protected by an advanced application firewall, providing an additional layer of security. This application firewall offers many 
advantages.

To ensure optimal security for our infrastructure, we apply rigorous segmentation.

Protected Against Attacks Continuous Monitoring OWASP
Intrusion attempts are blocked, including SQL 
injection attacks, cross-site scripting (XSS), as 
well as other common threats.

Real-time analysis of network traffic helps detect 
and prevent suspicious behavior. The number 
of requests per IP is limited during a specified 
time range, and IPs known to be malicious are 
blacklisted.

Compliant with the OWASP (Open Web Appli-
cation Security Project) recommended  guide-
lines, to align with international security stan-
dards and help protect sensitive data.

The use of VLANs (Virtual Local Area Networks) 
to isolate different parts of the network and en-
vironments, reduces the risk of threat propaga-
tion.

VPNs (Virtual Private Networks) ensure secure, 
private connections. Security groups only open 
the flows required, according to the principle of 
least privilege.

Access to the infrastructure is controlled by IAM 
systems, ensuring that only authorized users 
and services have access to the necessary  
resources, thus reinforcing the protection of our 
infrastructure and data.



Application Audit

Our codebase and libraries are regularly audited by an automated third-party ser-
vice. This automation allows for the detection of known bugs and vulnerabilities, 
ensuring optimal security.

In addition to automated auditing, we conduct regular manual code reviews and 
regular penetration tests to identify potential vulnerabilities before they become 
a problem. These measures ensure continuous and proactive protection of our 
application.

Monitoring & Alerts

Monitoring and alerts for the platform are provided 24/7 by a Cloud observability 
service, covering both servers and data.

This solution enables us to quickly detect and respond to anomalies and inci-
dents, guaranteeing optimal availability and performance.



Our SAAS platform, Speechi Connect, is designed to provide a secure work  
environment that complies with the most rigorous standards.

By combining cutting-edge technologies with rigorous security mechanisms, we 
ensure the protection of your data and the peace of mind you need to focus on 
your professional activities. Feel free to get in touch with us if you require further 
information.


